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March 13, 2011

Executive Summary

Title: The Infernal Machine: The use of Improvised Explosive Devices (IEDs) against U.S.
Forces ‘

Author: Mr. Jason A. Litowitz, Marine Corps University, Command and Staff College

Thesis: The use of IEDs against U.S. military forces did not begin during Operations Enduring
(OEF) and Iraqi Freedom (OIF). Instead, both unconventional and conventional military forces
engaged the U.S. military with IEDs in nearly every major conflict since the U.S. Civil War.
Many of the devices and their associated tactics, techniques and procedures (TTPs) for
construction, placement and use encountered by the U.S. military and its allies during OEF and
OIF are similar to IEDs used throughout the last 150 years. The popularity that IEDs gained
during OFF and OIF has the potential to become a transnational threat utilized against both the
U.S. military and domestic targets.

Discussion: The recent use of IEDs against the U.S. and its allies demonstrate how effective,
easy to acquire and easy to assemble these devices are. None of the previous conflicts the U.S.
military participated in experienced such enormous use of IEDs with damaging effects on
equipment, troops and morale. As insurgents and terrorists throughout the world continue to be
successful conducting IED operations, the notoriety associated with IJEDs will continue to grow
and encourage others to mimic these attacks.

Conclusion: IEDs enable smaller, less equipped forces to level the playing field against larger,
adversarial forces. Insurgents and terrorists within Afghanistan and Iraq demonstrated the
effectiveness of IEDs. The military should expect future conflicts would include the use of IEDs.
The U.S. military must continue to research technologies, develop training, and create doctrine
designed to address the JED threats of the future.
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Introduction

The dangers faced by the U.S. military and its coalition partners from improvised
explosive devices (IEDs) will not go away at the completion of the wars in Afghanisfan and Iraqg.
In truth, the threat of IEDs will most likely be greater in future conflicts. Data collected by the
National Counter Terrorism Centers INCTC) Worldwide Incident Tracking System and the
University of Maryland Global Terrorism Database (GTD) shows IED use and device
complexity throughout the world is increasihg. This threat is here to stay and adversarial and
transnational terrorist forces will seek to utilize IEDs against superior forces and to conduct acts

of terrorism against civilian populations.
Lack of an Acceptable Definition

No universal definition of an [ED existed prior to October 2003, when the U.S. Army
established the U.S. Army IED Task Force. Even U.S. coalition partners used different
definitions for an IED and its componeﬁts. This lack of a commonly accepted set of terms
reduced understandable reporting and intelligence exchanges. In February 2006, the Task Forbe
reorganized itself into the Joint IED Defeaﬁ Organization (JIEDDQO), and began to look for ways
to reduce the disjointed reporting and develop a common language for the US military and its

partners.

JIEDDO and thé Defense Intelligence Agency (DIA) developed the vWeaponS and
Technical Intelligence (WTI) IED Lexicor in June of 2007, in close coordination with the U.S.
military, intelligence community (IC), and local, state, and federal law eﬁforcement agencies to
provide a commonly accepted set of definitions. The North Atlantic Treaty Organization

(NATO) adopted the WTT IED Lexicon as the accepted definitions for describing IEDs and their



associated components in June 2009." A common definition ensures the greatest degree of
continuity when exchanging information on IEDs. According to a JIEDDO press release, “The
Lexicon ensures that the United States and all NATO nations are talking the same language
when it comes to IEDs, clearly outlining the common terms for IEDs and other improvised

weapons enables better information fusion, from the tactical to strategic level.” it
WTIIED Lexicon IED Definition

The WTIIED Lexicon defines an IED as a “device placed or fabricated in an improvised
manner incorporating destructive, lethal, noxious, pyrotechnic, or incendiary chemicals and
- designed to destroy, incapacitate, harass, or distract. It may incorpofate military stores (e.g.
modified conventional military ordnance), but is normally devised from components (e.g. remote
controls, timers, power sources).” i 1n the past, IEDs have gone by many different names (see
Appendix A.). During the U.S. Civil Wa.r,‘names associated with IEDs and what ultimately
became Naval Mines and Landmines, included Infernal Machine and Torpedo. IEDs run the
gamut from technologically advanéed custom built electronic firing devices to crude victim
operated (VOIED) devices. Only the available resources, training, and ingenuity of the

individual bomb-maker limit the design and functional capabilitiés of an IED.
Background on IEDs

Prior to OEF and OIF, most service members may bnly have been familiar with DED
attagks because of large-scale events that resulted in widespread media reporting. Examples of
these attacks include the 1983 suicide vehicle borne IED (SVBIED) attack against the U.S.
Marine Corps Barracks in Beirut; the 1996 VBIED attack against the Khobar Towers Military

Housing area in Saudi Arabia; and the 2000 water borne TED (WBIED) attacks against the



U.S.S. Cole. In total, these attacks resulted in 279 killed in action (KIA) and 471 wounded in

action (WIA) U.S. military personnel.

All of the lor'evious mentioned attacks occurred against identifiable military targets.
iiIowever, [ED attacks against civilian targets prior to OEF and OIF proved no less deadly. [ED
attacks targeting civilians included the 1988 Pan Am Airline bombing over Lockerbie, Scotland;
the 1993 attack on the World Trade Center; the 1995 Oklahoma City Bombing; the 1996
Centennial Olympic Park []301nbir1g in Atlanta, Georgia; and the 1998 U.S. Embassy bombings in
the East African cities of Dar es Selaam, Tanzania and Nairobi, Kenya. In total, these attacks
- resulted in 502 killed and 5,918 wounded civilians. Other IED attacks included bornbings
conducted by Ted Kaozynski (The Unabomber), the Irish Republican Army (IRA) and attacks

conducted by terrorists in the Middle East.

None of the previously mentioned attacks represents the beginnings of the IED threats
faced by the U.S. militery today. The‘use of IEDs against U.S. military service members can be
traced back as early as the U.S. Civil War. This monograph will highlight past U.S. military
operations in which service members encountered IEDs. It will not examine every single device
type encountered or document every IED event since tﬁe U.S. Civil War, Rather, the intent of
‘this monograph is to educate the reader on how this threat will continue to impact future U.S.
military operations, highlight the possibility that IEDs developed and used within Afghanistan
and Iraq could appear domestically within the United States of Ameriea and identify potential

TTPs for combatting this threat in the future.

" The use of IEDs as a weapon system for producing casualties and as a tactic for instilling

fear and doubt did not develop from OEF and OIR." Insurgents, terrorists, and conventional



adversaries utilized IEDs to level the playing field against the U.S. military long before those
conflicts. Analysis of historic uses of IEDs against the U.S. military is beneficial in determining

the threat of IEDs and its evolution on the battlefield.
A Tool for Leveling the Playing Field

All types of adversaries utilize IEDs as a method for leveling the playing field against a
superior conventional military foree. IEDs are a popular weapon because they are rélatively
cheap to produce, easy to make, have multiple mission roles, and are difficult to detect and
trace.” The ability of these deVices to produce a large number of éasualties and generate massive
amounts of damage attracts widespread media reporting. Spectacular IED attacks requiring a
relatively small investment can propel a group onto the world stage. This notoriety may assist in
drawing other supporters or inciting similar types of attacks. The use of IEDs provides both a
strategic and tactical le%/el of influence normally unavailable to less equipped, manned and

trained adversarial forces.
Impacts of IED Attacks

Strategic Impacts of IED Attacks

Analysis of IED events shows that IED attacks occur on two distinct levels, strategic and
tactical. A concentrated use of IEDs over a sustained period then becomes an IED campaign.”
Stfategic level IED attacks are those events desig‘ned to receive widespread media reporting
because of large-scale destruction to the intended target and high numbers of casualties. The
intent of a strategic level IED attack is to influence and alter public percéption because of an
individual or a series of catastrophic events. An example is the 2004 Madrid bombing. It killed

more than 250 people, but its real impact was that it led to a change in the Spanish government



and accelerated the withdrawal of Spanish forces from Iraq.Vii Lt. Gen. Thomas Metz, former
director of JIEDDO stated, "That explosion occurred on a Thursday and affected the course of a

government. An election took place on Sunday, and a new government was in place on

A Monday."iii
Tactical Impacts of IED Attacks

The majority of IED incidents that occur against U.S. military service members are
tactical level IED attacks. Tactical level IED attacks limit mobility within the battlespace, and
harass, delay, or defend a gainst the opposing forces. Service members subjected to the damaging
effects of IEDs at both the strategic and tactical level, not only experience physical damage to
equipment and personnel, but also the psypholo gical impacts that darhage and reduces effective

military operations.
Psychological Impacts of IEDS

The use of IEDs as a weapon i$ attractive to insurgents and terrorists not only for its
physical destructive power, but also for its psychological effects. The fear and uncertainty that
service members experience after being subjected to numerous IED attacks causes them to
second-guess themselves before advancing into the battlespace. The 'psy.chological effect that
TEDs have upon the individual service member adds additional stress to those already strained by
combat operations.ix This stress can manifest itself in emotions of fear, anger, and
dehumanization of the enemy. A sustained IED campaign can instill fear and doubt of the

security environment among military service members reducing overall combat effectiveness.



Global IED Statistics

‘ Of ail éf the tactics associated with insurgents and terrorists, the use of IEDs represents
the second most commonly used tactic amohg these groups, with armed assault being number’
one.* The NCTC 2009 Report on Terrorism estimated that 10,999 acts of terrorism occurred in
83 different countries. Of these acts, there were 5,321 Armed Attacks / Assaults and 4,349 IED
attacks that occurred in 2009 (see Appendix B). “ IED attacks provide adversarial forces with a
mechanism to conduct high profile attacks against iconic targets (e.g. U.S. Embassy or U.S.N
Ship) that normally would be out of their reach due to personnel, training and equipfnent

_ constraints.

According to the GTD, between 2001 and 2008 there were an estimated 5,378 IED

Xii

related attacks throughout the world.™ This number does not include IED attacks within
Afghanistan and Ira(j. The majority of these incidents took place between 2005 and 2007,
roughly during the same period coalition forces within Irag began to experiehce a major increase
in the numbers of IEDs encountered. ¥ The highly publicized success of IED uses in Iraq
influenced IED device design, tactics and use during this period throughout the world and is
likely to continue to do so into the future. According to Lt. Gen. Thomas Metz “We are in an era
of persistent conflict and anyone who thinks an IED is just a military problem overseas is being
naive. IEDs are the ;;veapon of choice for terroristé for the next two to three decades". ™ A
separate GTD study reported an estimated 66,509 terrorist attacks with IEDs as the primary
attack method occurred in 205 countries between 1970 and 2004, to include the United States of

America (USA), highlighting the global nature of this threat and its value as both a strategic and

tactical weapon.



IED Threats to the United States of America

According to data provided by the Bureau of Alcohol Tobacco Firearms and Explosives
(BATEFE) since 1978, approximately 46,000 IED and explosive bombing related events occurred
within the USA. An average of 1,394 events occurs annually throughout the USA.™ Almost all
of these events are attributable to criminal activities and domestic acts of terrorism, such as the
bombing of abortion clinics. The IED types encountered by police bom’b squads are generally

simple mdimenta:ikly designed IEDs (e.g. pipe bombs).

If domestic terrorists, criminal organizations, or transnational terrorists began to mimic
IED types and TTPs found within Afghanistan and Iraqg, police bomb squads should align
themselves with their military counterparts in order to develop CIED solutions for combatting
this threat and to learn from the military’s recent IED experiences. The use of high tech radio
control initiated or sensor fired IEDs infrequently occurs within the USA. Because of this, police
bomb squads are not universally equipped to deal with advanced threats. Due to limited funding

in smaller agencies, some bomb squads do not even have CIED robots.

On January 17, 2011, police responding to a suspicious backpack discovered a roadside
emplaced RCIED with a directional fragmentation charge along a parade route in Spokane,
Washington. T he IED consisted of a main explosive charge, fragmentation and a car alarm

xvi

receiver for triggering the IED (see Appendix C.).™" This device is similar to IEDs used in Iraq
and Afghanistan in the manner in which it was constructed and placed. This device shows that

the possibility of IED types once used against the military outside of the USA can now become a

domestic problem.



Use of IEDs in American Conflicts
U.S. Civil War

The necessity of the U.S. military to develop CIED TTPs existed as early as the U.S.
Civil War and continues on to today With the wars in Afghanistan and Iraq. The use of IEDs and
what ultimately became landmines during the U.S. Civil War is important to examine when
putting today’s IED problem into context. Their use during the war répresents the first time the
U.S. military encountered devices of this nature and demonstrates TTPs from the original uses of
IEDs are similar to those encountered today. Throughout the war, the Confederates looked for
ways to address the imbalance between themselves énd the Union Army.™" The use of IEDs was

an attempt to meet this challenge.
Confederate IED Designs

Many IED intelligence analysts and military weapons historians consider the IEDs
designed and used by the Confederates as technologically advanced for their time. One of these
devices was a command detonated, electrically fired IED discovered by Captain W. A. Schmitt
and a company, of the Twenty Seventh Regiment of the Union Army, near Columbus, Kentucky
in March of 1‘862.’Wiii The IEDs consisted of a squaf iron case with handles 1*esembliﬁg a cookin g
pot. The pot éontained four modified eight-pound arti]lefy projectiles filled with grape shot
fragmentation (see Appendix D.).** Union troops dis‘covered over 100 of these devices buried in
clusters around the defénsive works of Columbus, Kentucky connected to a command wire
(CWIED) and hand cranked electrical firing device.™ Confederate soldiers could activate these
CWIEDs from a control room in a nearby cave, once Union troops entered the IEDs killzone.

Alexander Simplot, a correspondent from the Chicago Times present at the discovery in 1862



stated ““The result may be imagined, whole regiments could thus be blown up and sent to
eternity, without even a chance of escape” if confederates detonated the IEDs against

unknowing Union troops.™
Confederate IED Sabotage Attacks

On August 9, 1864, Confederate saboteur John Waxwell smuggled a mechanical time-
delayed IED aboard a Union Army ammunition supply barge at port in City Point, Virginia.™
City Point served as the location of General Ulysses S. Grant’s headquarters and a Union supply
depot. Conducting a conventional attack against a heavily defer;ded Union base of operations
required a large amount of troops and equipment, neither of which the Confederacy had in
disposable amounts. However, a lone saboteur conducting an IED attack required a minimal
amount .of support and equipment. If successful, the attack would demohstrate the‘Confederacy’s
abilify to conduct high profile attacks in the Union’s rear areas. Maxwell's time delay initiated
- IED consisted of a wooden box marked "Candles", filled with 12 pounds of black powder and
the time delayed detonating mechanism (see Appendix E). " When the device detonated, it
killed 58 Union troops and 126 civilians near the barge and produced an estimated $4 million in

XXiv

damages to Union supplies {see Appendix E).

Similar to the City Point attack, Captain Thomas E. Courtena of the Confederate Arniy
created an IED to attack Union steam powered ships and locomotives. T he IED, later named the
“Courtena Coal Torpedo,” was a piece of hollow cast iron, shaped like a lump of coal filled with
black powder and a Powder Train Time Fuze (PTTF) firing mechanism (see Appendix F.).”

The IED was smuggled into Union coal supplies, and then unknowingly shoveled into a Union

“steam ship’s firebox or a locomotive’s engine by Union sailors and steam locomotive engineers.



The cast iron casing of the IED heated and ignited the black powder PTTF and main charge,
which destroyed the boiler. Confederate saboteurs are suspected of destroying over 60 Union
steam ships on the Mississippi River during the Civil War, many of which were destroyed by
IEDs such as the “Coal Torpedo.” Thousands of lives were lost when these steamers

exploded.™"!
Confederate IED Targeting Practices

Confederate IED saboteurs demonstrated indiscriminate targeting practices when
conducting attacks. Major General George B. McClellan sfated, “The rebels have been guilty of
the most murderous and barbarous conduct in placing [[EDs] within abandoned works near wells
and springs; near flagstaffs, magazines, telegraph offices, in carpet bags, barrels of flour,
etc....”. ™ Accurate figures of how many IED attacks actually occurred throughout the Civil
- War and the number of casualties they produced is unknown. Historian Mike Croll estimates thét
the total number of IEDs and landmines used during the Civil War was probably fewer than
20,000 The newly developed IED types constructed by the Confederates were the
forerunners of the TEDs of the future. All of the IED types encountered during the Civil War

reemerged 76 years later on the battlefields of Europe during World War L.
World War I

World War I saw the improvement' of IED types first encountered during the Civil War.
Mechanical time delay, VOIED and electrically initiated IEDs were the most commonly
encountered IEDs during the war (see Appendix G.). These IEDs primarily served as a means of
slowing advancing troops and‘covering German withdrawals. Trench warfare created a physical

environment that easily lent itself to the use of TEDs. The dug out trenches, mud filled fighting
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positions, shell holes and restrictive terrain allowed for easy placement and camouflaging
techniques. When combined with the use of IEDs, the ability of advancing allied troops to pursue
retreating German units greatly diminished. The IEDs used were of no strategic importance,
however tactically they proved highly effective at harassing, delaying and instilling fear within

XXix

allied troops.

Various IED types such as VOIED and CWIED were used to protect sentry positions and
give advanced warning of approaching allied troops, But their main use was to cover withdrawals
after local trench raids or to assist as maneuver obstacles in operations.™ In response to U.S. and
British trench raids, German soldiers began manufacturing' explosive filled mannequins
disguised as German soldiers (see Appendix G.). The Germans placed the mannequins in shell

X! YWhen an allied soldier moved the

holes and connected a battery and firing device.
mannequins for inspection, their VOIED mechanism functioned and detonated the éxplosive

charge.

The actual numbers of U.S. casualties that resulted from IED attacks during World War I
are unknown. Because of the non-standard nature of IEDs and the improvised manner in which
they are created, their reliability is not always guaranteed. Given the enormous amount of losses
expérienced on both sides, the casualties caused by IED attacks is most likely minor when
compared to deaths from new fechnologies such as poison gas, machine guns, flamethrowers,

tanks and the airplanes.
World War II

As the value of IEDs became apparent based on their successes in the First World War

for covering retreats and harassing the allies, the Axis mass-produced VOIED and mechanical
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time delay initiated IEDs. The Axis placed IEDs on likely routes, inside of vehicles, Buildings,
equipment, and innocuous objects to delay and harass allied forces (see Appendix H.). IEDs
inflicted a small proportion of casualties during the Second World War. Within the U.S. military,
IEDs were the cause of the lowest number of casualties of any spevcific weapon used on the
battlefield. **" IED use accounted for 0.2% of those killed and 0.5% of those wounded. ™ IED
use against the U.S. military and its allies occurred in both the European and Pacific theaters

primarily as a defensive weapon system used to limit maneuver space on the battlefield. ™"

The use of IEDs has so far been relatively minor, however this will cheinge by the time
thé U.S. military becomes involved in the Vietnam War. None of the previous U.S. mjlitary -
experiences With.IEDs will compare to the level of the IED threaf 'they will experience at the
hands of adversarial forces within Vietnam. The ingenuity of IED constm’ctior‘l and the TTPs for
their use will produce more IED casualties than the U.S. military experienced in any previous

conflicts in which IED attacks occurred.
Vietnam

IED use was exténsive during the Vietnam War, During the cburse of the Vietnam War,
the U.S. military sustained 5 8,169 KIA and 304,704 WIA. Of the total number of KIA, ‘
approximately 6,398 (11%) resulted from IEDs and mines, aﬁd 51,799 (17%) were WIA.®™Y
What the Vietcong (VC) and the North Vietnamese Army (NVA) lacked in the way of firepower,
they made up for in ingenuity with homemade weapons, guerilla tactics and TEDs. The VC and
the NV A used [EDs in all phases of their operations from combat to sabotage primarily at the
tactical levgl. The primary purpose of the VC and the NVA for usir;g IEDs was to harass U.S.

forces and generate casualties, fear and over cautiousness.”™" The use of modified ordnance
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items, primary and secondary IEDs, and the specific targeting of CIED personnel were all viable
TTPs associated with IED use in Viet Nam. The VC and the NVA used IEDs to disrupt the
mobility of US forces and they forced resouirces to be used for static guard duties and other

clearance operations. ™"

Unlike previous‘U.S. military experiences where IED use centered on limiting
maneunverability within the battlespace as a defensive measure, the VC and the NVA used IEDs
primarily as a tool for conducting offensive actions at the tactical level. IEDs were a key
component in pre-arranged killing zones and often an integral part of conducting ambushes. ™1
The VC and NV A became very adaptive at IED uses based on identifiable U.S. military patterns
and TTPs. The use of IEDs such as CWIED and VOIEDs dominated the VC and NVA IED |

arsenal (see Appendix I.) The VC and the NV A validated the IED as an offensive weapon.
Post-September 11, 2001 (Iraq and Afghanistan)
Iraq: “The Challenge Project”

The former Iraqi Intelligence Services (IIS) Special Operations and Antiterrorism
branches led the initial IED campaign against the U.S. military and coalition forces in iraq from
2003 until 2005. The “Challenge Project” was a plan developed by the IIS to engage the
coalition through a state sponsored insurgency campaign plan focused heavily on the nse of
| [EDs.*™* This allowed a few thousand insurgents and foreign fighters, with professionally
trained state spénsored professional leadership taken from small numbers of the IIS and seasoned
military officers, specifically trained in the use and construction of IEDs to effectively target, and

engage the coalition. ™
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As the insurgency continued to grow beyond grass roots movements to foreign fighters
crossing the border of Iraq to conduct attacks, the number of IEDs and the co.mplvexity of the
devices grew exponentially. The IED threat grew beyond the initial inﬁenf of the “Challenge
Project” and turned into seqtarian violence betwegn both Sunni and Shia with coalition troops
being targeted with IEDs by both sides. The use of IEDs within Irag became the larges; produce\r

of casualties for the U.S. and its coalition partners.
IED Casnalty Data for Iraq

From:2005 - 2010, an estimafed 1770 (40%)‘ of U.S. troops were killed because of an’
IED attack with approximately 14,055 (44 %) of U.S. tro'opsAwbunded within ]'_'r/a'q.’di The civilian -
:popﬁlation of Iraq also suffered greatly because of TED attack's. Because of collateral damage or
by direct targeting due to sectarian violence, thousands of Iraqis died because of IED attacks.
Iragi civiliaﬁ casualties during 2005-2010 are difficulf to put an accurate number on, however
newly released data from the Pentagon estimates that insurgents in Iraq killed inbre than 21,000
civilians and wounded~ another 68,000 people With IEDs. ™ According to a study cbndncted by
thle' Center for Strategic and Intefnational Studies, abproximately 86,127 IED related incidents

“occurred in Iraq between June 2003 ‘and May 2010 (see Appendix J).

Afghanistan -

| | Afghanistan developed its IED problem ét a slower rate than Iraq. U.S. forces
encountered JEDs within Afghanistan from the very beginning of OFEF, but their use and .
numbers did not dramaﬁcally increase qntil after the increasé in U.S.‘ troop levels and combat
operations in 2007 (see Appendix K) The higher trooﬁ levels led to increased numberé of

combat operations agaihst the Taliban. The Talib an in turn responded with greater numbers of '
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IED attaicksthrbu ghout Afghanistan. Since 200 1A the Taliban have continued to get better at -
conducting IED attacks becausé of increased ‘fanliliérity of IED device constructioh, continued
IED training and sharing of IED inforrnaﬁon between themselves and foreign fi ghte’rs. In 2010,
'AIEIDS wounded 3,366 U.S. military service members, nearly 60% of the total ]Eﬁwounded since
the war began in 2001." I nine years of war, 617 American troops were killed by [EDs with
the majority of those deaths occurring in the past two years. The 268 troops killed by IEDS in-

2010 account for more than 40% of all deaths caused by [EDs during the war,

Not the Same as Before

No prior Wafs or conﬂicts throughout the world ever witnessed such overwhelming use of
IEDs. The British c#perienceS in Northern 'Irelan‘d and the Isré.eli experience in the Middle East
are the closest examples to what the U.S. and its coalition p_arfners experienced Within
Af ghanistaﬁ and Iraq. During the 'co.nﬂict between the IRA and the British Government, the use
-~ of IEDs wreaked havoc on the British military and civilian populations. From the late 1970s until
1992 the IRA bombing campaign comnﬁtted over 10,000 IED attacks throughout Northern
' Irelaﬁd and mainland Great Britain."w It was the first national insunectiopist group to conduct a
sustained IED éampaign, with more tﬁﬁn 50% of all British military killed during the ;:on’ﬂict

with the IRA resulting from an IED attack.®"!

In Afgha11ista11 and Iraq, adversariai %orc’es use IEDs for their offensive capabilities in
oorder to achieve their strategic and tactical goals much in the same way that the IRA and Middle
: Easter;1 terrorist battling Israeli forces conducted IED attacks, but on a much larger scale. The
unprecédented use of RCIEDS, VB]EDSJ, anti-armor IEDs (AAIED) and suicide'bofnbers

severely affected the U.S. and its coalition partners’ ability to control the battlespace. Althou gh

-~
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these IED device types and TTPs occur in other areas throughout the world, insurgents and
terrorist within Afghanistan and Iraq perfected their use. It took IRA terrorists over 30 years to
conduct over 10,000 IED attacks. Iraqi insurgents conducted over 10,000 IED attacks within the

first 19 months of OIF. xlvil

As the use of [EDs Within Iraq and Afghanistan e’scalated,out of cdntrol, the need to
address this growing threat became apparent. J IEDDAOVofficiall‘y* becnme the DoD entity
résponsible for coordinating all DoD wide efforts to reduce or eliminate the effgcts of all fbrrns
nf [EDs against U.S. and coalition forces, including policy, resourcing, materiel, technology,

training, operations, information, intelligence, aésessment, and research.
JIEDDO CIED Efforts

As the Wé‘s in Afghanistan and Irag bégan, nobody within the DoD or the IC foresaw the
oncoming threat of IEDs to thé level in which it would become by late 2004—2005 . Regardless of .
historic data that existed pertaining to IED use against the U.S. military in previous wars, the
‘DoD as a whole wns unprepared for the IED threat of the modem asyminetlic ba‘ttleﬁeld.
Although the use of IEDs against U.S. n'oops is nothing new, vélfy few CED initiatives existed

in the early stages of the wars capable of addressing this escalating threat.

Prior to JIEDDO’s establishment, individual services controlled theil; own CIED efforts
for staffing, training and equipp‘ing their fnrces to deal with IEDS, and no effofts tokactively
target bomb makér networks existnd. Through the efforts of the JIEDDO, material soiutions such
as thé Mine Resistant Ambush Protected (MRAP) vehicle fleet and electronic countermeasure
(ECM) systems designed to nefeat electrically initiated and RCIEDs were rapidly developed'and

deployed. Also, collaborative efforts between the DoD and the U.S. IC to attack the network of
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IED manufactures has contributed largely to the reduced numbers of successful IED attacks

against the U.S. military.
JIEDDO CIED Funding and Training

Standardized CIED training and new joint doctrine has also develope_d ata rapid pace -
since 2006, in an attempt to stay ahead of efforts to utilize IEDs a{gainst the U.S. military. |
JIEDDO now provides a focal point for all of the DoD efforts addréssing CIED initiatives. It
now ensures coordination amongst the services, IC, law enforcement, academia and indus@y SO
~ that U..S‘. troops are aware of the IED threat on the next battlefield. During the years of 2004 to
2006, JIEDDO spent appi'bximately $6.1 billion on military CTED initiatives. Additionally from
2006 through 2010,. the organizatidnrhas spent or obligated funding for CIED initiaﬁves in
egccéss of $17 billion dollars, with an additional $3.47 billion budgeted for fiscal year 2011(see
Appendix L.). These CIED expenses, in equivalent dollars, are comparable to the costs of the

Manhattan Project.
Fature IED Threat

Current operations within Afghanistan and' Iraq dernénstratéd the effectiveness of IEDs
for attacking the U.S. military and its coalition partners. N ews of successful IED attacks against
forward deployed U.S. rﬁilitm‘y units will spread throughout the woﬂd commuriity ;ﬁld encourage
other insurgent .a'l‘ld terrorist organizations fo conduct similar attacks. The use of IEDs will
continue in future conflicts that the U.S..military participates in, and the overall lethality, .

complexity, and numbers of these attacks will increase.

Terrorist or insurgency groups that obtain state sponsorship have the ability to increase
their effectiveness in preparing and conducting IED attacks. State versus non-state actors can
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demonstrate noticeable differences within their capabilities and complexity of attacks. Less

mature organjzations that do not have increased resources such as finances, trainers, materials or

p

safe haven will not be able to conduct attacks on the same level as.sta'te sponsored or more

mature organizations.

‘ When Iraqi Shia insurgents began to use Explosively Formed Penetrators (EFP)
éuspeéted of being supplied by the Iranian Revolﬁtionary Guard Corps (IRGC), the number of
successful IED attacks resulting in‘a'mob‘ility kill of a vehicle, or death and injury of a serviée
‘member began _to dramatically increase.‘,"'l"iii The nuxﬁber of casualties compared to the actuaj
number of attacks associated with these IEDs was d'isproportic-)nate. EFPs produ_ced more
casualties per IED attaék than an? other typé of 1'oadside emplaced IED within Iraq (see
Aﬁpendjx M.).™ The state sponsorship provided by the IRGC to the Iragi Shia in both IED
construction materials and training, showed a definable difference in the sophistication andv

overall lethality of their IEDs when compared to the non-state sponsored Iragi Sunni insurgents.

When states; cdllapse such aS the former Soviet Union, or Irag, the fracfuring of
fgo&ermnehtal 01'ganizations with éccess té finances, weapoﬁs, training, and other resources
allows these resources to be delivered through overt and cov'ert méans to insurgents and terrorist

: organizationé. As insurger}t and terrorist groups obtain these assets, the potential for greater

attacks utilizing IEDs against the U.S. military and other coalition forces exists.
TTPs for Combatting the IED Threat

- One of the most important TTPs to countering the IED threat that needs improvement is
the ability to attack the IED network. Law enforcement, military, the IC and coalition partners

need to learn better methods to attack the network responsible for emplacing the device and
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_preventing the IED ‘attack from ever happening,‘An IED is 'the.product of a g.roup effort that
includes at the very least a.financier, trainer, bomb makér, surveillanée team, emplacement team,
and finally the attacker that triggers the device. By re%mo’ving individual nodes of this network,
Ithe ability to get the IED to the batt.léfield is disrupted. This allows for the execution of offensive

- actions rather than defensive measures to mitigate the IED’s effects. Increased collaboration
between nﬁlitary, law enforcément, coalition partners, and the IC.' are essential in .01'der to .
identify the IED network within their particular aréa Qf resnonsibility. Through collaboration,

direct targeting of specific elements of the IED network becomes achievable.

Thé JIEDDO identifies the three tenets of CIED as “Train the Foi‘ce, Defeat the Device,
and Attack the Network™. All three tenets are important when confronting th¢ threat of IEDS,
how‘éver‘ attacking the network is the only tenet that is offensive in nature. Attacking the [ED
netwo‘rks physiéally removes their ability to éonduct IED attacks. Throughouf the IED network,
an idelltifiable\sel*ies of even_ts'takes place leading up to an IED attack (e.g. ’procurement of bomb
making matel‘iéls,Arecruitment «of network.members,y training of teams, and surveillance of the
target). The dé?elopment of TTPs and technologies c_npable of better identifying thésé signatnre
events should be considered a top priority when develdping CIED TTPs. In 2007, a Pentagon
spokésperson told the Washington‘Post, "If you don't go after the netWofk, you're ne;vér going to

stop these guys; they'll just keep killing people”.1

Conclusion

- Insurgents and terrorists within Afghanistan and Irag have demonstrated to the world
community, just how highly effective IEDs can bell As insurgents and terrorists continue to

conduct successful IED operations, their notoriety will continue to grow. This will encourage
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others to rmmlc these types of attacks. The use of IEDs enables less equipped forces to level the
playing field when conductihg ‘operations against larger, military forces. Sharing training
techniques between groups, creating standardized manuals, dispatching mebile traininé teams,
: establishing‘ training camps, and utiltzing the internet greatly increases the exchange of
informzttion between insurgents end terrorist groups. These efforts vtiill continue to prorhote
effective and deadly IEDs and increase the chances for proliferation from one group and theater
to an.other. Proliferation of IEDs and TTPs will hamper future U.S. military'combat operations

and increase the threat of these devices appearing domestically within the USA.

While the explosives and IED types may have changed due to advancements in technology,
many of the same employment principles, means of concealment and initiation methods, to
accomplish the same strategic and tactical level goals such‘ as delay, hal;ass, and demoralize an .
e‘nemy are the same today as they were 150 years ago. This monograph shows that IEDs are not .
anew phenvorhenon; however, IEDS are now a weapon of choice for ihsurgents and terroi‘istston' a

lii

global scale.™ The use of IEDs continues to escalate globally in both lethality and strategie
* impact, beyond their traditional uses as a tactical defensive weapon system. The use of media
‘platforms like the internet and television now enables IEDs to be used as a strategic weapon of

‘ influence capable of creating great political‘ impact against the established governments that are

“subjected to IED attacks against their militaries and civilian population.
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Appendix A.
Names Associated with IEDs

1. Infernal Machine: The term infernal machine originated in the 16th century in reference
to unorthodox weapons, usually of an explosive or incendiary nature (hence “infernal").
In later centuries, the term was applied to a variety of similar weapons.

. Booby Trap: Is an explosive or non-explosive device or other material, deliberately
placed as an explosive or non-explosive device or other material, deliberately placed to
cause casualties when an apparently harmless object is disturbed, a normally safe act is
performed, or an assumed safe place is occupied.

. Torpedo: During the US Civil War, the term "torpedo” was used to refer to various
types of bombs and booby traps. Confederate General Gabriel J. Rains deployed "sub-
terra shells" or "land torpedoes”, artillery shells with pressure fuses buried in the road by
retreating Confederate forces to delay their pursuers. Confederate secret agent John
Maxwell used a clockwork mechanism to detonate a large "horological torpedo” (time
bomb) on August 9, 1864.

IED Types

1. Anti-Armor IED (AAIED): IED incidents intended to damage or destroy armored
vehicles and or kill or wound individuals inside armored vehicles. IJEDs of this type
include explosively formed penetrators (EFP), shaped charges, platter charges, and in
some cases directionally focused fragmentation charges (DFFC),

2. Command Switch: A type of switch that is activated by the attacker in which the
attacker chooses the moment of initiation.

3. Command Wire IED (CWIED) An IED initiated with a wire and power source, and -
may include a switch.

4. Tnfluence Fired: A switch that incorporates a sensory input such as heat, movement,
vibration, acoustic, magnetic, or light that causes the ‘switch to function and initiate
the device. ‘

5. Person Borne IED (PBIED): IED womn by a person, such as a vest, belt, backpack,
etc. in which the person houses the whole IED or principle [ED components and or
serves as the delivery or concealment means for explosives with an initiating device.
Most commonly associated with suicide bombers, but not always.
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6. Radio Controlled IED (RCIED): An IED initiated electronically in a wireless
method consisting of a transmitter (i.e. personal mobile radio (PMR), cell phone,
cordless phone, pager, etc...).

7. Secondary Device: An additional device emplaced in the target area to attack
individuals or vehicles after the initial and secondary events.

8. Time Switch: A type of switch that functions after a set time. Used widely against
infrastructure targets. Time switches can be electronic, mechanical, chemical,
pyrotechnic (PTTF) or corrosive.

- 9. Vehicle Borne IED (VBIED): IED delivered by any ground based vehicle and or
serves as the concealment means for explosives with an initiating device.

10. Victim Operated IED (VOIED) A type of switch that is activated by the actions of
an unsuspecting individual, these devices rely on the target for the device carrying out
some form of action that will cause the device to function.

11. Water Borne IED (WBIED): IED delivered by floating, drifting, anchored, or
propelled on or below the water and or serves as the concealment means for
explosives with an initiating device.

Source: Joint Improvised Explosive Device Defeat Organization, Weapons Technical
Intelligence Improvised Explosive Device Lexicon, (Washington D.C: Defense Intelligence
Agency, June 06,) '
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Appendix B.

2009 National Counter Terrorism Statistical Data
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Figure 1. 2009 Primary Methods used In Attacks

Source: National Counterterrorism Center. 2009 Report on Terrorism (Washington, DC: April
30, 2010)
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Figure 2. 2009 Deaths by Method of Attacks

Source: National Counterterrorism Center. 2009 Report on Terrorism (Washington, DC: April

30, 2010)
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Figure 3. 2009 Injuries by Weapons used in Attacks

Source: National Counterterrorism Center. 2009 Report on Terrorism (Washington, DC: April

30, 2010)
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Appendix C.
Spokane, Washington

January 17, 2011 Backpack IED

Figure 5. Steel Pipe in Main Charge Assembly

Source: http://info.publicintellicence.net/FBI-SpokanelED.pdf
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Figure 6. Lead Fishing Weights Coated with Rat Poison

Source: http://info.publicintelligence.net/FBI-SpokanelED.pdf
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Appendix D.

Confederate CWIED Discovered Near Columbus, Kentucky in March of 1862

gl JEEETRIG MASHAL TG

o

Figure 8. Discovery of Infernal Machines and Control Room at Fort Columbus KY 1862

Source: Mike Croll, The History of Landmines, (Great Britain: Pen and Sword Books Ltd)
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Appendix E,

Confederate Saboteur John Waxwells Mechanical Time Delayed IED

Figure 10. ,}'ohn Maxwells Disguised Time Delay IED

Source: httn://www.infernal-machines.com/_sgg/mlm3 1.htm
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Figure 11. Destruction of City Point Wharf, August 9, 1864

Source: Harpers Weekly: A Journal of Civilization, VOL VIll., No. 400, August 27, 1864 (New York)

hito://www.sonofthesouth.net/leefoundation/civil-war/1864/explosion-city-point.htm
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Appendix F.

Confederate Courtena Coal Torpedo

Figure 13. Recovered Confederate Courtena Coal Torpedo

Source Figure 12: http://192.220.96.192/coal.htm

Source Figure 13: httb://www.globalarchitectsguide.com/librarv/Coal~tomedo.phn
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Appendix G.

World War I Examples of IED,

Figure 15. Royal Engineers Working on an Improvised Electrically Initiated Mine

Source: Mike Croll, The History of Landmines, (Great Britain: Pen and Sword Books Ltd)
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Appendix H.

World War II German IED Placement Techniques

Figure 16. German IED Placement Techniques of WWII

Source: Gordon Rottman, World War II Axis Booby Traps and Sabotage Tactics, (Oxf01d
Osprey Publishing, 2009)
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Appendix I.

Example of a VC/NVA VOIED

Figure 17. VC / NVA Pressure Plate Activated Electrically Initiated VOIED

~ Source: Headquarters United States Military Assistance Command Vietnam, VE-NVA ~—— ~~
Employment of Mines and Booby Traps, MACIJ28 (San Francisco: Office of the Assistant Chief
of Staff, Intelligence, June 1, 1967) '
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Appendix J
Iraqi IED statistics June 2003 — May 2010

Figure 18, Iraqgi IED Statistics June 2003 - October 2005
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Figure 19. Iraqi IED Statistics November 2005 - March 2008
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Figure 20. Iraqi IED statistics April 2008 - May 2010

Source: http://csis.org/files/publication/100722 TED INCIDENTS IN IRAQ.pdf

=
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Appendix K.

Afghanistan IED Information
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Figure 22.Afghanistan Pressure Cooker IED Container

Comment: This IED is very similar in design and function to the Confederate CWIED initiated
IED from Fort Columbus in 1862 shown in Appendix D.

Figure 21 Source:
hitps://www.lieddo.dod.mil/content/docs/20090909 FULL 2009%20Annual %20Report Unclas
sified vl lr.pdf

Figure 22 Source: hitp://www.dvidshub.net/image/342997/ied-training-helps-marines-identify-
threats
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Figure 23. Afghanistan VOIED Pressure Plate

Comment: This VOIED Pressure Plate is identical in design and function to the VC/NVA
VOIED Pressure Plate shown in Appendix L

Figure 23 Sourece: http://www.michaelyon-online.com/gurkha-ii.htm
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Appendix L

JIEDDO FY 2006 - FY 2010 Spending
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Figure 24. JIEDDQ FY 2006 - FY 2010 CIED Spending

Source: ,
hitps://www.lieddo.dod.mil/content/docs/20090909 FULL 2009%20Annual%20Report Unclas
sified vl lr.pdf
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Appendix M

Placement of a Roadside Explosively Formed Penetrator (EFP)

Powerful roadside homb

The explosively formed penetrator (EFP),

ZEsigned to pt:;e(ce arl rngr at fong 1. Vehicle trips sensor, detonates EFP
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Why it's B
so deadly Curved copper

Metal pipe Explosive or steel disk Heat, shock wave from detonation prope! disk,
! . soften it into rod

o

Example: 1 ib. {500 g) rod traveling about 1.2 mi. (2 km) per sec.

B oot Sesary can pierce more than 4 in. (10 ¢m) of hardened steel armor '
Graphic: Lee Hulteng, Judy Treible © 2007 MCT

Figure 25. EFP Emplaced for a Roadside Attack

Source: http://www.mcclatchydc.com/2007/11/15/21602/iran-stops-sending-a-deadly-
weapon.html

Figure 26. Armored Door of an Up Armored HMMWYV Damaged by an EFP

Source: http://www.wired.com/dangerroom/tag/mullah-menace/page/18
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